RESOURCES & TOOLS

CISA offers an array of free resources and tools, such as technical assistance, exercises, cybersecurity assessments, free
trainings, and more. CISA’s program of work is carried out across the nation by personnel assigned to its 10 regional
offices.

Our regionally based security advisors can deliver a variety of risk management and support services that assess risk
level and increase a stakeholder’s resiliency.

Physical Security
Assist Visits
CISA Assist Visits help critical infrastructure owners and operators understand the importance of their facility, how their
service fits into a critical infrastructure sector, and the CISA resources available to enhance their security and
resilience.

Security Assessment at First Entry (SAFE
The SAFE is a stand-alone assessment, featuring standard language, high level vulnerabilities, and options for
consideration. It is designed to assess current security posture and produce a report in under two hours.

Infrastructure Survey Tool (IST)

The IST is a voluntary, web-based assessment to identify and document the overall security and resilience of a facility.

Infrastructure Visualization Platform (IVP)

The IVP is a data collection and presentation medium that combines immersive imagery, geospatial information, and
hypermedia data of critical facilities and surrounding areas.

Regional Resiliency Assessment Program (RRAP)

A voluntary, cooperative assessment of specific critical infrastructure that identifies a range of security and resilience
issues that could have regionally or nationally significant consequences.

Cybersecurity
Cyber Hygiene Services
CISA's Cyber Hygiene services help secure internet-facing systems from weak configurations and known vulnerabilities.
These remote scanning and testing services help organizations reduce their exposure to threats by taking a proactive
approach to mitigating attack vectors.

Cybersecurity Performance Goal (CPG) Assessment

CISA's CPGs are a common set of practices all organizations should implement to kickstart their cybersecurity efforts.
Small- and medium-sized organizations can use the CPGs to prioritize investment in a limited number of essential
actions with high-impact security outcomes.

Known Exploited Vulnerabilities Catalog (KEVS)
CISA maintains the authoritative source of vulnerabilities that have been exploited in the wild. Organizations should use
this catalog as an input to their vulnerability management prioritization framework.

Training

Active Shooter Preparedness Training
CISA offers a comprehensive set of courses, materials, and workshops to better prepare you to deal with an active
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CISA Services

shooter situation, focusing on behaviors that represent pre-incident indicators and characteristics of active shooters,
potential attack methods, how to develop emergency action plans, and the actions that may be taken during an
incident.

Non-Confrontational Techniques & De-escalation Training Series
CISA offers a variety of tools and resources to empower and educate employees, citizens, patrons, or any person with

the skills and support they need to identify and report suspicious behavior. Alert employees can spot suspicious activity
and report it. The power is in the employee, citizen, patron, or any person who can observe and report. CISA recognizes
the power that a single individual can have in deterring threats and preventing harm.

Exercises

Exercise Planning and Conduct Support Services
CISA provides end-to-end exercise planning and conduct support to assist stakeholders in examining their cybersecurity

and physical security plans and capabilities.

CISA Tabletop Exercise Packages
A comprehensive set of resources designed to assist stakeholders in conducting their own exercises and initiating

discussions within their organizations about their ability to address a variety of threat scenarios.

Additional Resources

A comprehensive list of all services, tools, and publication from CISA is available here: https://www.cisa.gov/resources-
tools.

We recommend first contacting CISA to speak with one of our security advisors who can guide you to the most impactful
services for your organization’s unique needs.
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